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AnnapaTtHbiu mexceteBoM 3KpaH ALTELL NEO
NMeEPEAOBAS UTM-3ALLUTA KOPMOPATUBHbIX U TOKAJIbHbIX CETEN

ALTELL NEO — nepBble pOCCUINCKME annapaTHo-

nporpamMmMHbie MexceTeBble 3KpaHbl HOBOIo NOKOJIEHUA.

maBHas 0CO6EHHOCTb 3TUX YCTPONUCTB — coYeTaHue
BO3MOXHOCTEN MEXCEeTEeBOro aKpaHUpoBaHUS C
GYHKLMAMM NOCTPOEHUS 3aLLULLEHHbIX KAHA/I0B CBSA3M
(VPN), o6HapyXeHus u NnpeoTBpaLLeHUs BTOPXKEHUN
(IDS/IPS), KoHTeHT-bUnbTpauum (Be6- 1 cnam-dunbTpbl,
KOHTPOJ1b MPUIOXKEHUIN) U 3aLUUTbl OT BPE€AO0HOCHbIX
nporpamm, 4To o6ecrneyMBaeT NOJHOE COOTBETCTBUE
COBpPEMEHHOM KOHUEeNnuuu yHubULUMpoBaHHOW 3aLllUTbI
ot yrpo3 (Unified Threat Management, UTM).

Mpeumywecrsa ALTELL NEO

® [lonHoe cooTBeTCTBUE TPeboBaHMAM POCCUNCKOIO
3aKoHofjaTeNibcTBa B 06/1acTu MHGOPMaLMOHHOM
6e3onacHocth (PCTIK n ®CB)

B LInpoKni MmoaenbHbIN psaa: yCTPOMCTBa, Noaxoasiime
KaK 419 MaiblX U CPEAHUX OpraH13aLmi, Tak u ans
KpynHbIX xonaunHros v LUOJoB

® boraTble GyHKLMOHabHblE BO3MOXHOCTH (firewall,
VPN, IPS, aHTUBMPYC, aHTUCNam, BeO-bUNbTP)

B AHTUBUPYCHbIN QYHKLMOHAN peLleHNM NOCTPOEH Ha
TexHonorusx «Jlabopatopum Kacnepckoro»

(cm. BpesKy Ha obopoTe)

B BbicoKasi npon3BOANTENbHOCTb, ObICTPOE WKdpoBaHNE

faHHbIX (TOCT 28147—89 n AES128)
B [lOCTynHblE U OTKPbITbIE LIEHDI

B MopaynbHas apxXuTeKTypa annapaTHON U NPOrpaMMHON
COCTaBNAIOLLMX

B Hun3Kasa COBOKYyMNHas CTOMMOCTb BfiaIeHUd

B becnnaTtHasa TpexneTHss rapaHtTMa paboTocnocobHOCTH
yCTpOMUCTBa

B [oa0Basg TEXHUYECKAs NOAAEPKKA BKIOYEHA B
CTOMMOCTb YCTPOMCTBA

® [lpocToe ynpaBfieHWe C UCMO/Ib30BAaHWMEM KOMaHIHOWM
CTPOKM UK NOJIHOLIEHHOI0 BEG-UHTEpdENCca

ABTOMaTM4YECKNE 0OHOBNEHUS 6a3 cUrHaTyp
KOHTPONb NPUNOKEHUI B PEXKNME peasibHOro BPEMEHMU

Pa6oTa B KOHBEPreHTHbIX CEeTSAX: JaHHble,/rofioc/BUaeo

YnaneHHoe LieHTpanu3oBaHHOE ynpaB/eHne
HECKOSIbKMMU yCTPOMCTBaMM

BcTpoeHHbIn y4eT Tpadurka

B TexHuyecKas MofAepIHKa Ha PyCCKOM A3bIKe,
nofpo6Has JOKyMeHTaLIMs

www.altell.ru
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BHuMaHue - onacHoCTb!

Kaaylo ceKkyHzy, MoKa Bbl MOAKIIOYEHbI K UHTEPHETY,
KOMMbIOTEPHI B Balleh KOPNopaTuBHOM CETH
noasepratoTca HanageHnsam. YTobbl OLEeHUTb pa3max
CerofHsaLWHen oOHNanH-NPEeCTYNHOCTHU, MPUMKUTE BO
BHMMaHMe crneayoume GaKThbl:

» CornacHo coBmecTHOMY OoT4ETY Microsoft n IDC,
ony6nnkoBaHHoMy B MapTe 2013 roaa, exxerofiHole
notepu 6M3Heca OT BPEAOHOCHbIX MPOrpaMm MoryT
pocturate 114 munnvapaos Joanapos.

» [lo paHHbIM «JTabopaTopun Kacnepckoro» Ha
2014 r., exxegHeBHO co3aaétca 6onee 300 000 HOBbIX
YHWKaNbHbIX NpeacTaBuTenein BpeaoHocHoro Mo, T.e.,
6onee 100 MUNIMOHOB B roj.

» KunbepnpecTynHuKK onpeaenéHHo He cobupatoTcs
OCTaHaBAMBaTbCS Ha 4OCTUIHYyTOM. Korga atake
NnoABeprHeTcs Balla KoMNaHWs — nLlb BOMPOC
BPEMEHMW.

» 3apaeHue YacTo MPOMCXOAUT BO BPEMS 0ObIYHOIO
Be6-6pay3uHra, T.K. CaMbli pacnpoCTPaHEHHbIN
cnoco6 NPOHMKHOBEHMWS BUPYCOB Ha KOMMbtOTEP —
4yepes B3N0MaHHbIe (MM HaMEPEHHO 3apaXEHHbIE)
Be6-CanThl.

» MobwunbHble YCTPOMCTBA CTaNv HOBbIM BEKTOPOM
NPOHUKHOBEHUS BpeaoHOCHOro MO B KopnopaTuBHbIe
ceTu. 31a npobaemMa 0cob60 aKTyaNbHa AN KOMOaHWUN,
rae CoTpyaHWKaMm paspellaeTcs UCnosb3oBaTb
CO6GCTBEHHbIE KOMMbIOTEPHbIE YCTPONCTBA.

» OneKTpoHHag noyta (BKIoYas GULWKWHT U BPeLOHOCHbIE
B/IOXKEHWS) Oblf1a M OCTAETCH OAHUM U3 BarKHEMLLINX
Cnoco60B NPOHUKHOBEHWS BPEAOHOCHLIX MPOrpaMm B
KOpNnopaTUBHbLIE KOMIMbIOTEPHbIE CETH.

» B 2010-2014 rogax cpefHne MMPOBbLIE NOTEPHU
KOMMaHMI OT BUPYCOB M XaKEPCKMX aTaK COCTaBNSANM
o1 50 000 A0 MMATMOHOB A0NAPOB.

www.kaspersky.ru
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TexHonoruu «Jlabopatopuu Kacnepckoro» B 0CHOBE
aHTUBUPYCHOrO GyHKLMOHANa peweHun ALTELL

MpenmylecTBa COBMECTHOIO peLleHus

AHTUBMPYCHOE peLleHNe, yCTaHOBIEHHOE Ha CETEBOM
YCTPOMCTBE, NepexBatbiBaeT BpejoHocHoe N0 HenocpeacTBEHHO

> HesaBncumeie KOMnaHMM'TeCTepb' 36”"'”THOF(_) no, B MOMEHT €ro nonagaHus B ceTb. M03TOMY BUPYChI HE CMOTYT
B Tom uncne, AV-Comparatives, AV-Test, Dennis PacnpoCTPaHNUTLES MO CETH U 3apasuTb KOMMbIOTEPbI 1
Labs 1 ap., perynsipHo npucyxaatot «Jlaéopatopum XpaHWIULLA AaHHbIX KOMMaHWW. Bnarogaps atomy,
KacnepcKkoro» CBOM BbICLIWE PENTUHIU U CTATYChbl o6ecneunBaeTcs:
n n
MpoaykT roaa”. B 3HauyuTeNbHOE YBEeNnYeHUe 06LLEr0 YPOBHS 3aLUMThI:
> bBbICTpas peakuma Ha HOBbIE yrpo3bl M Nly4was ® Bonbliag 4acTb Yrpo3 HelTpanuayercs [0 nonagaHus
3alliMTa OT HOBbIX U HEM3BECTHbIX YrPO3. B CeTh
» OGHOBNEHWS aHTUBUPYCHbIX 6a3 B peLLeHusIX ® loBbiwaeTcs 3bOEKTUBHOCTb 3aLLMUTbI UHHGOPMALMOHHbBIX
«JTabopatopun Kacnepckoro» npondsoaatcs ot 10 pecypcoB
R0 25 pas B AeHb. lpu 3TOM cpeaHuit pasvep ® 3alyuTa OT MOBTOPHOIO 3apaMeHus:
06HOBNEHNSA 00bI4HO HE npeBbiwaeT 50 Kb, 4To ® [laxKe ecnv 0fiHa paboyas CTaHLMS OKaXKETCH 3apaxeHa,
COCTaB/IA€T OAHO U3 NYHLINX B UHAYCTPUK AHTMBMPYC He NO3BOMMT BPEAOHOCHOM NporpamMmme
COOTHOLLEHHE «HacToTa/pasmep». BbIPBATLCS 3a Npefesbl TOKaNbHOM CeTU 1 3apa3uTb
» PeweHune Jlabopartopuu Kacnepckoro» no sawure APYrue pecypcbl B ro6abHON KOPNOpaTBHOM CETH UK
KOHEYHbIX Y3/10B CETU Nonano B cermeHT "Jinaepbl” MHTepHeTe
"Marun4yeckoro kBagpaHta" Gartner 2012 n 2013 rr. ® BpeaoHOCHYI0 3NEKTPOHHYIO MOYTY, OTNPaBISEMYIO
CpaBHHUTE NOTEHLMANbHYIO CyMMY NOTepb U3-3a 3apaKEHHbIM KOMIMbIOTEPOM MO MHOMECTBY afipecos,

[OCTaTO4HO 6YAET NPOCKAaHMPOBaTh M 3a6I0KMPOBAThb
BCEro oAuH pas

BMPYCOB WK B3/10Ma CO cToMMOCTbIo UTM-peLieHuns m

JIMLLEH3MWN Ha aHTUBUPYC U caenanTe npaBuiibHbIN
Bbl60p' B Yny4yleHHas NpoM3BOAUTENIbHOCTL PaboThbl M MaclUTabu-

pyemMocCTb CETH:
® 3aluTa ceTu oT neperpy3kun 6narogaps nepexsarty

BoamoxHoctu ALTELL NEO NaKeToB C BPeJOHOCHbIM KOLOM; MPeAoTBpalleHne nx

aslbHenLero pacnpocTpaHeHus
OaHum 13 npenmyects yctponcTs ALTELL NEO aBnsetcs A pacnpoctp

WX YHUBEpPCasibHOCTb. B 3aBMCUMOCTU OT BEPCUH
nporpammHoro o6ecne4venuns (Firewall, VPN, UTM), oHun
MOTYT UCMONb30BaTbCA KaK MEXCETEBOW 3KPaH,
MapLupyTM3aTop, KpUMNTOLW03, CUCTEMA OGHaPYHEeHUs U
npeLoTBPaLLEHNS BTOPKEHUN, UK BEG-OUNLTP, a TaKKe —
B Bepcun UTM — BbIMOJIHATL BCE 3TU PYHKLUK

® [lo Mepe paclIMpeEHNs KOPNOPaTUBHON CETU JOCTAaTOYHO
nNpocTo 406aBNATL HOBbIE LUO3bl CO BCTPOEHHbIM
aHTUBMPYCOM B COOTBETCTBUU C TPEOOBAHUAMM K
NPOMYCKHOM CNOCOBHOCTH CETU

® OnTUMasbHOE MUCMoIb30BaHWE PECYPCOB:

e Creuuan1avpoBaHHoe pelleHne obecnednsaert
6e30MacHOCTb B CETH, 0CBOGOMAAs PECYPCHI

OAHOBPEMEHHO. NoNb30BaTENbCKMX PAO0OYMX CTAHLMM
KoHTakTHas MHpopmauus
KomnaHuga «<Anstanb» «JlabopaTtopusa Kacnepckoro»
TenedoHsbl: TenedoHbi:
+7 (812) 309-05-88 (CaHkT-lNeTepbypr) +7 (800) 700 88 11 (3BOHOK no Poccuun 6ecnnaTHbIN)
+7 (495) 664-22-40 (MocKBa) +7 (495) 797-8700 (MockBa)
e-mail: info@altell.ru e-mail: marina.chanaeva@kaspersky.com
http://www.altell.ru http://www.kaspersky.ru
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